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Motivation

“
”— Edsger Dijkstra

Program testing can be used to 
show the presence of bugs, but 
never to show their absence.



“ ”— seL4 [SOSP’09]

Complete formal verification is the only 
known way to guarantee that a system is 
free of programming errors.
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Formal methods are the only reliable way to 
achieve security and privacy in computer 
systems. 
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mC2 [OSDI’16] 
the first formally certified concurrent 
OS kernel with fine-grained locks 
6.5k C&Asm, 2 py

mCertiKOS [POPL’15] 
certified sequential OS kernels 
3k C&Asm, 1 py

Security [PLDI’16b] 0.5 py

Interrupt [PLDI’16a] 0.5 py Certified 
Abstraction 

Layers
[CCAL 2017]
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Contribution
mC2

Coq

machine-
checkable proof

C layers
6.1k LOC

400 LOC
CompCertX

Asm layers Asm layers�

Proof Assistant
ACM Software 
System Award

Some of the significant results that were 
accomplished using Coq are proofs for 
the four color theorem, the development of 
CompCert (a fully verified compiler for C), 
the development at Harvard of a verified 
version of Google's software fault isolation, 
and most recent, the fully specified and 
verified hypervisor OS kernel CertiKOS.

“

”— ACM
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    tcb *prev, *next; 
} tcb; 

tcb tcbp[1024];

typedef struct tdq { 
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} tdq; 

tdq* td_queue; C
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Example: Thread Queue

tcb* dequeue(tdq* q) { 
    tcb *head, *next; 
    tcb *i = null; 
    if (!q) return i; 
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    next = i -> next;

    if (!next) { 
        q -> head = null; 
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    } 
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specification
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1
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Function dequeue (q) := 
match q with 
  | head :: q’ => (q’, Some head) 
  | nil => (nil, None) 
end.
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0 2:: :: nil
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Coq

Function dequeue (q) := 
match q with 
  | head :: q’ => (q’, Some head) 
  | nil => (nil, None) 
end.
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mCertiKOS 
[POPL’15]

3k LOC 
1 person year

Can boot Linux as a guest
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void acq_lock (uint i)  
{ 
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{ } 

  u ll     (i); 
}
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Example: Ticket Lock

void acq_lock (uint i)  
{ 

uint64 t =   FAI_ticket  (i); 

while (  get_now  (i) !=  t) 
{ } 

  u ll     (i); 
}

FAI_ticket

pull

get_now < mutual exclusion will be 
violated when there is an  
integer overflow for t

bug in the original 
implementation
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void yield ()  
{ 

uint t =  tid(); 
… 
           (t, rdq());  

uint s =            (rdq()); 
… 
                            (t, s) 

}

enq

deq

context_switch

Thread-Local Machine



Thread-Local Machine

yieldsleep wakeup

Software Scheduler

CV

IPC

thread-local machine

[Operating Systems 
Principles and Practice 2011]

Found hard bugs in the popular 
OS textbook
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Driver Layers
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CPU i
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State
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End-to-End Security [PLDI16’b]

TM

PM

Trap

mem

thread

proc

trap

seq machine

OObservation function
specify and prove general 
security policies with 
declassification

MM

non-interference
found security-bugs:  
spawn, palloc,…

security-preservation 
simulation

O

O0

O1

O2

O3

secure

secure

secure

secure

secure
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Summary: Certified OS

CertiKOS is the first fully certified OS kernel that is done 
economically (< 3 person years), proves more properties, runs on 
concurrent HW, and is truly extensible

Still very high barriers of entry:  
(1) OS kernel development is very difficult
(2) Formal specifications and proofs are hard to build
(3) Need intimate programming language expertise to succeed
• These are three completely different communities
• Most people can only do one out of the above three. 
• The Yale team has been working on all three for >15 years



Summary: OS Landscape (Nov 2017)

Desktop: Linux, macOS, Windows, ChromeOS, freeBSD, …
Hypervisor/Cloud: Linux KVM & Docker, VMWare, Xen, … 
Mobile: Android (Linux), iOS, …
Embedded: Embedded Linux, VxWorks, QNX, LynxOS, …

• All of them are bloated, old, and contain many bugs
• Urgently need new OSes for emerging platforms & apps

(IoTs, Drones, Self-Driving Cars, Cloud, NetworkOS, Blockchains, …)

OS evolution has reached an inflection point:  
Need a certified OS that provides security, extensibility, performance, 
and can work across multiple platforms. 


